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ClearPass — kontrola pristupa

Defines WHO and WHAT DEVICES can connect to:

a 9 '

Which Which Which Which
DEVICES DATA INFRASTRUCTURE APPLICATIONS
Profile — Control — Attack Response .)))
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Aruba Clearpass

The most comprehensive BYOD and lIoT management platform

 Role-based network access enforcement for Wi-Fi, wired and

VPN
* Supports NAC and Microsoft NAP posture and health checks 1 @
 Advanced reporting of all user activity, authentications and USER DEVICE
failures
* Device onboarding, profiling, guest access, and compliance LOCA“ON il
reporting 9 '
* Enterprise-grade AAA, including RADIUS/TACACS+, 802.1X and

non-802.1X services.

O [ +

Third Party Guest Access BYOD/lIoT Endpoint
|T[E'3ch3[|u'l Onboarding Health



ClearPass politike

user/role device type / health

time / day location _
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aruba  ARISTA splunk> Check Point

Enterprise company SOFTWARE TECHMOLOGIES LTD.

JUNIPEL '::I|'g:élc;' Security monitoring and

EH REST API / Syslog threat prevention

= = — KD G

IMAGEWARE SYSTEMS, INC.

mmmmmm—)) Q) Mobilelron airwatch
by VMWare

Device Management and

\ multi-factor auth
| servicenow pagerduty

BYOD and Aruba ClearPass with O twilio ¢®sendGrid

corporate owned Multi-vendor Exchange EcoSystem Helpdesk and voice/SMS 0)))
WLANSs services in the cloud 140,

Internet of
Things (loT) Multi-vendor
switching
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ClearPass

Automated device fingerprinting

Enhanced security for BYOD and guests

Automating workflows

Device health checks
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Profiling - Know the Unknowns

* Know everything
* On-demand or pre-scheduled scans
* Granular visibility for like devices

— NMAP
DHCP  cDP, LLDP

tcp  SNMP WMI Before After

I]

SSH OnGuard

Mac OUI

Lighting Sensor

Temperature Sensor



ClearPass Onboard - BYOD

Complete customization for all devicetypes:

) H o U
 Automate device provisioning for secure BYOD (Data about devices from
Active Directory and LDAP)

* |ssue unique certificates for every mobile device - SCEP and EST (RFC 7030)
.)))
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ClearPass OnGuard

* Automate health checks and posture assessments before the device connects
* System-wide per-session NAC protection

* Allow or deny peer-to-peer applications or USB storage devices — no access if not
encripted

* No access if not with latest patches and hot fixes.
* Quarantine endpoints that are not in compliance with corporate posture policies

o
o

e Detailed administrator dashboard

e Access based on the status of a certificate or credentials and
user location data
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() esese ATET ¥ 2:46 PM & 7M. )
OnGuard € Messages HP Details
@ Response processed Logout Retry -

Health Logs

Your device has been

3/18/16 16:11:09 Your machine is detected with network bridging. Your ‘ Ao X
compromised (jallbroken), and is

wireless connection has been disconnected.

3/18/16 16:11:09 not permitted on the network. A 00000 ATAT @
Patch Management Check: help desk ticket has been
Install Altiris Agent application. submitted, and you will be

contacted by a staff member HP HelpDeSk

shortly. Have a nice day! 00:07

Send Logs

— 3 )
- |

(;() 3[\ n i Q1 e e helpdesk @gmai

eeeee ATST #

2:46 PM

& techpg.socialwifilogin.net

smail - o (4] u =) % Mare 103 > o
mule keypad

m Compromised device attempted network access N
nbon (¥ notifications@socialwifitogin.net 4 ’ 245 PM (0 minutes 9 & s
Stared [N + 1
Senmt Mal

The following compronised device has attemptod 10 connect 10 the TechPG-Theater WAF | network
Dvafts = = =

Mac Addross: ASSB78530CO1 add call contacts
More » Envolled User: danm,

Device Sedlal FITNKESOGEM

Mobile: Phone ¢

= Joe Q 08 Verslon: 108 8 (
Location: InnovationTheater
s devsce 13 compromesed

A Device
Compromised!

Your device has been compromised

7 Geloted messages in this Conversation

(Jallbroken), and is not permitted on the
VCHO%N) ol 156D waee
Mae network. A help desk ticket has been
submitted, and you will be contacted by a staff

member shortly, Have a nice day!
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Guest Management

* Create a CUStOmized guest
GET CONNECTED.
access pOI"ta|, THIS WIFI'S ON US.

90 ol GET CONNECTED.
Tty : . THIS WIFI'S ON US.
! ) 1 : The Capital One 3650% Catés
ate yoor beb for saving, starting

* Self-registration, social v ' e
logins and sponsor | ] ... ,
options T : “

Noed betg? Just ask 3 360

* |n-browser advertising.
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integra®

wWww.integragroup.hr
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